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Configuration standards for both Microsoft Internet Information Server (IIS) and 
Apache are available from the Bureau of Diplomatic Security's Enterprise Security 
Services— the DS/SI/ESS Web site. 

5 FAH-8 H-332 WEB DEVELOPMENT SOFTWARE 

(CT:WEB-7; 03-15-2013) 

a. You may need software applications to facilitate the development process. 
Selection of web development software packages should take the end result 
into account. If such packages require additional applications on the 
Department of State servers, IT Configuration Control Board (IT CCB) approval 
is required for the additional applications. If in doubt, see the IT CCB approved 
CR lists which include software for each of the major networks or the Enterprise 
Network Management (IRM/OPS/ENM) Standard Operating Environment for 
Desktops' (SOE-D) SOE-D approved list. 

b. Standalone development networks must be configured in accordance with 
DS/SI published parameters. Web development software not on the IT CCB 
approved list may be used on standalone development networks; however, this 
practice is not recommended. 

c. Web development software for use by persons with disabilities must meet 
accessibility standards. 
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